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Abstract: Intrusion detection system (IDS) often inevitably presents major security risks caused by FPs and FNs. How-
ever, at present, an effective solution has not been found. In order to solve this problem, an optimal response model of in-
trusion detection based on information theory was proposed. Firstly, the intruder and IDS in the process of intrusion de-
tection were abstracted into random variables, and the attack and defense model of intruder and IDS was constructed ac-
cording to the results of the confrontation. Secondly, the defense channel of IDS was designed according to the attack and
defense model, then the correct detection of IDS was transformed into the problem of successful transmission of 1 bit in-
formation in defensive channel. Finally, the defensive capability of the system was measured by analyzing the channel
capacity of the defensive channel, the maximum mutual information of the defensive channel was the defensive limit capa-
bility of the IDS, and the corresponding strategy distribution was the optimal response strategy of the defensive capability of
the system. The experimental results show that the scheme can effectively reduce the loss caused by FPs and FNs.
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